
Sample Security Incident Response Report 

Privileged and Confidential Attorney-Client Communication/Work Product 

INCIDENT IDENTIFICATION INFORMATION 

Date and Time of Notification: May 23, 2021 

Incident Detector’s Information: Student 1 

System Name: PumpPLC, PumpMonitor, Web01, TargetWindows01 Date and Time Detected: 9:01am 

Title: Water Treatment Facility Security Incident Report Location: Water Facility Network 

INCIDENT SUMMARY 

Type of Incident Detected: 
    ☐ Denial of Service  ☐ Malicious Code  ☐ Unauthorized Use 
    ☐ Unauthorized Access  ☐ Suspicious Activity         ☐ Other 

 
Description of Incident: 

 

We ran windump/Wireshark/tcpdump  on the PumpMonitor and loaded the capture file(s) in Wireshark. This shows 

suspicious activity, specifically, an unnecessary protocol “UDP” in use. 

 

Since UDP is used for connectionless data transfer, as in movies and music, it should not be in use on PumpMonitor 

(10.2.0.6) or PumpPLC (10.2.0.5). Multiple UDP packets with unreachable ports.  We suspect a UDP-based attack.  

PumpMonitor (10.2.0.6) appears to be committing an attack on PumpPLC (10.2.0.5). We conclude this because: 

• Numerous unnecssary UDP packets are traveling from PumpMonitor to PumpPLC. 

• Numerous ICMP packets from PumpPLC to PumpMonitor are reporting an unreachable port. 



Zenmap shows that at least one UDP port is open on PumpPLC (10.2.0.5), making it vulnerable to a UDP-based 

attack.

 



On PumpMonitor (10.2.0.6) we discovered suspicious network activity and malicious processes. To observe 

processes, we used ps -ef to find suspicious processes, Scanner.sh and nmap:

 

The output of Scanner.sh and the nmap processes were redirected to /home/user/Scans.txt which contains: 

 

ACTIONS 



Identification Measures (Incident Verified, Assessed, Options Evaluated): 

On PumpPLC (10.2.0.5), we modified the firewall configuration with sudo iptables -A INPUT -p udp -j DROP to 

deny/drop all UDP packets, and confirmed the configuration is correct.

 

We mitigated the attack on PumpMonitor (10.2.0.6): 

We killed the Scanner.sh and nmap processes and then ensured they are no longer running.

 

We deleted Scanner.sh script from the /etc/cron.hourly directory so that it cannot launch another attack. 

 



We removed the Scans.txt file from /home/user: 

 

We confirmed that the problems are fixed. 

• First, on TargetWindows01, we ran a scan of PumpPLC to show that no UDP ports are open, and therefore, it 

is no longer vulnerable to UDP-based attacks. 

 

 



Also on PumpPLC, we re-ran tcpdump to show there’s no network traffic on PumpMonitor (10.2.0.6) or PumpPLC 

(10.2.0.5). This confirms that PumpPLC is no longer under attack from UDP traffic, and PumpMonitor is not scanning 

any host.

 

   

Sample Security Incident  
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